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Classification and Signing

Agenda

1. The problem
2. About collaboration

- TSCP (focus F35)
- The military operation
- Complexity of collaboration
- Organizing trust
- NATO working groups (FMN + Stanag 4774)

3. ABAC architecture
- Attributes on people and data
- Hardening of those attributes (organizing trust)

4. Built in LibreOffice
- First implementation SHA256
- Second implementing TSCP controls for IP and EC on document level
- Third investigation of regulatory compliance (IP, EC, Privacy, Sensitivity and Archiving)
- Fourth implementation regulatory controls on paragraph level

5. Additional implementations
- Export to and signing of PDF (other presentation)
- Implementation of PAdES and XAdES (for archiving)
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The Problem

Sharing Information with
Å So many nationalities

Å So many interest groups

Å So many groups with different trust levels

Å From one single infrastructure

Sharing information on basis of
Å Need to know (multiple levels of sensitivity aka security)

Å Duty to share

Å Pushing

Å Pulling

The Solution
Å Add attributes on people

Å Add attributes on information (this is data classification)

Å Harden the attributes on the information (this can be done with signing) 

Å Release info on bases of those (hardened) attributes 

Å Release info on initiative sender OR receiver

Å Additional benefits: 

good practice for preventing data leakage

good opportunity for complying to GDPR 
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Fekke Bakker

Expertise in Governance, Privacy, Security en Auditing

35 years experience in IT and Security
Å Leadership, 

Å Management, 

Å Innovation, 

Å Security, 

Å Advice

Dutch National Representative in TSCP (www.tscp.org) 
Å Intellectual Property

Å Export laws

Å Privacy up to Anonimity

Å Organized and Demonstrable Trust 

Å Scalable, granular, in maintainable
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About Collaboration

Example

Lockheed Martin F-35 Lightning II
ÅMany nations

ÅMany companies

How?
See www.tscp.org
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About collaboration

Example

The Military Operation
Å Many souvereign nations

Å Many armyôs

Å Many Many NGOôs

Citation 2017-10-06: 

https://www.flickr.com/photos/minusma/12192410766

Photo: MINUSMA/Marco Dormino

https://www.flickr.com/photos/minusma/12192410766
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Complexity of collaboration

Natoôs Federated Mission Networking

NATO Secret Only
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Complexity of collaboration

CIS 

Security

Manage 

Trust

Design & 

Implement CIS 

Security

Govern CIS

Security
Manage CIS

Security

Operate CIS

Security

Manage Risk

Enable CIS

Security 

Improvements

Educate, train and 

exercise personnel 

on CIS Security

Manage Physical 

and Personnel 

Security

Secure 

Infrastructure 

Critical to CIS

Natoôs Federated Mission Networking

NATO Secret Only
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NL-MOD
OtherDepartments

Y

Complexity of collaboration

The need to collaborate

with whom

Z
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Complexity of collaboration


